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Abstract; For air-water Quantum Key Distribution( QKD ) , considering the effects of sea breeze, irregular sea
surfaces with foam, the complicacy and variety of air-water channels and multiple scattering processes of the
polarized quantum state, a heterogeneous air-water channel composite model is established. Based on this, the
theoretical model of the error rate of air-water QKD systems is improved. Then, through a polarization vector

Monte Carlo simulation, the transmission characteristics of photons in heterogeneous air-water channels and the
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overall transmission performance of air-water QKDs under different marine environments are analyzed in detail.
The results show that heterogeneous air-water channels under clear seawater conditions can achieve a key dis-
tribution of 100 meters underwater, but the increase of wind speed and transmission distance will lead to an in-
crease in the photon depolarization ratio and a decrease in fidelity, thereby increasing the polarization error
rate. Meanwhile, the rise of wind speed and foam layer thickness adds the quantum error rate of air-water
QKD systems and decreases the key generation rate and transmission distance. Both of these factors increase
with an increase in signal wavelength. When the wavelength is 532 nm and the channel changes from best( no
wind and foam) to worst( storm and foam layer thickness of 6 cm) conditions, the underwater transmission dis-
tance is shortened from 120. 8 m to 85 m. It can guarantee a 100 m safety depth in underwater vehicles and al-
ternate contingencies such as dragging the buoy can further increase the safety distance of air-water QKD.
Therefore, this paper verifies the feasibility of a decoy QKD in a heterogeneous air-water channel with a foam-
irregular sea surface and acts as a significant reference for future technologies in air-water integrated quantum
communication links.
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Fig. 1 Model of “foam-irregular sea surface”
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Fig.2  Structure of foam particle
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R=al Y [1-H(e)] -SfH(E,) , (36)
oo (afa; - aya?)T, - (ata; —a5a )T, (aba? - a2a)T, + (ab'd — dal)al?Y,e,
‘ ajayaiG(1,2,3) ajayaiG(1,2,3)
(auavz _ avzau)av] + (avlavz _ avzai;])
293 2 3 0 2 3 2 3 Yoeo, (39)

aiaya;G(1,2,3)

M
/|
|
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G(i,j,k) = (g —g)(g —g) - (g -g)(g -g), (40)
1
g =m0 =000, (41)
a"l
T, =ES = zaﬁcekyks (I =v,0,,u) . (42)

k=0
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Tab.1 The main simulation parameters
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Fig. 6  Light attenuation varies with transmission dis-
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